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Abstract:  Now a day’s online exam has become one of the prominent and most important 

aspects of our lives, but there is no guaranty of genuinity of the result in the online 

examination processes. Mostly the challenge of security for sensitive data also arises when 

they are outsourced by users to cloud. a technique to detect cheating in MCQ tests is 

proposed in a proposed adaptive elearning system, where web usage mining techniques and 

the k_means algorithm with Levenshtein distance are used to detect cheating by dividing the 

learners into clusters according to the similarity in the numbers of their choices in the MCQ 

test. Distributed data duplication system is used in cloud storage to reduce memory space & 

upload bandwidth only one copy every file stored in cloud even if that file is used by number 

of users. The proposed system performs a set of tasks, including detecting the identity of the 

examinee, the presence and absence of the examinee, the presence of more than one person 

next to the examinee, attempts to use a cell phone, and tracking the examinee's eye 

movement. To determine the behavioral metric during online examination the researcher 

identified, Switching between the examination windows, level of engagement. Typing speed 

and accuracy, Examining the frequency and duration, Security analysis depicts that our 

deduplication systems secure in terms of the definitions specified in the proposed security 

model. The paper also proposes a Fraud Detection based Online Test [FDOT] and Behavior 

identification through Visualization Techniques [BIVT] that avoids and performs more 

effectively compared with the existing systems. 

 

Index Terms:  Fraud Detection, Behavior identification, malpractice, Data Visualization, 

Web mining, Web usage mining, E-learning, Adaptive E-Learning, K-Means. 
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1. INTRODUCTION 

In online exams the location of the proctor 

and examinee are at different locations 

since the communication is through online 

using internet [1] it reduces the total data 

that needs to be  physically stored by 

eliminating extra information and  

replacing after repetition of it with a 

pointer to the original. K-means clustering 

algorithm is an unsupervised algorithm 

that is used to cluster a group of data 

objects into a number of clusters [10], each 

cluster includes a set of objects with 

similar properties among themselves, and 

these objects are different from the objects 

in other clusters [2]. Furthermore for the 

data security challenge is also arises more 

sensitive data are redistributed by the users 

to cloud.  Encoding have been usually 

Utilized, for to provide  security 

confidentiality before the redistributed 

data into  cloud [3]. One of the advantages 

of e-learning is that it reduces costs, is 

available to all individuals and different 

age groups, and is flexible because there 

are no time-related links [4]. The TPA is 

nothing but who has expertise and 

capabilities that users is periodically check 

the integrity of all the data stored in the 

cloud on behalf of the users which gives 

easiest way for the users to give ensured of 

their storage correctness in the cloud [5]. 

The traditional methods of curbing 

cheating in examinations by checking 

students properly, sitting arrangements and 

banning digital gadgets in examinations 

rooms are more commonly used in 

majority of the traditional face to face 

examination centers withing the African 

region [6]. This proposed technique to 

detect cheating in MCQ tests in a proposed 

adaptive system, where usage-based web 

mining techniques are used with its steps 

data collections, data preprocessing, 

pattern discovery and pattern analyzes. 

And the K-means algorithm  distance 

criterion is used in pattern discovery step 

also created the IQ feature for each learner 

to help confirm the case of cheating [7]. 

 

Fig. 1: Data Flow Diagram 

 

2. RELATED WORK 

The length of the axis determines the 

attribute contribution. Table lens technique 

uses rows and columns for representing 

the data items and attributes. [8]. The 

advantage of the proposed work is 
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improving web prediction accuracy. It can 

be used to prefetch the web pages before 

they are being requested by the user, this 

reduces the access latency [9]. In 1997 M. 

Bellare  explained the idea of security and 

scheme for symmetric  encryption. Cloud 

computing is architecture for providing 

computing service via the internet on 

demand and pay per user access to a pool 

of  shared resources number of types of 

networks, storage, servers, services and 

applications, without physically acquiring 

[10]. In this paper characteristic points are 

extracted from the examinee's face and 

then used to estimate head position. 

Suspicious behavior is also detected based 

on differences in yaw angle, presence of 

sound. [11]. Data sharing is refers to 

storing data at a place where it can use by 

multiple users at the same time ensuring 

the security of data. In this project data is 

shared using a secured model is use of 

encryption for ensuring security of data as 

well as it also contains mechanisms for 

authentication of users [12]. Recently in 

the era of pervasive artificial intelligence 

(AI), an exploration was undertaken to 

determine integration of AI. The main goal 

of this research is to improve the 

functionality of one of the components 

software agent called Fraud Detector 

purpose is to track attempts to cheat during 

exams, made by the students.. 

 

3. SYSTEM ARCHITECTURE 

Academic fraud can occur in various 

settings, including online environments. 

The conceptual framework presented in 

this text highlights several factors that 

contribute to academic fraud in online 

settings. [13]. This technique is used to 

improve storage uses and applied to 

network data transfers to reduce the 

number of bytes that must be sent. Since 

this data is structured, it’s stored in 

relational database (currently MySQL 

[29]). Using external AI, we could 

leverage from its huge knowledge base 

and functionalities, adding additional skills 

to our agent and measuring its 

performance [14]. This method of 

behavior-based security is commonly used 

in fraud detection applications. Such 

profiles would naturally include 

volumetric information documents are 

typically read and how often. We change 

total search behaviors that exhibit 

deviations from the user baseline the 

correlation of search behavior errors 

detection with trap-based decoy files 

should provide stronger evidence of 

malfeasance, and therefore improve a 

detector’s accuracy [15]. 
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Fig. 2: System Architecture. 

 

4. PROPOSED METHODOLOGY  

The detection and comparison of the 

student’s face and behavior is done in two 

steps. Firstly preprocessing is done to the 

image through filtering, normalization and 

segmentation [16]. The proposed system is 

optimization and general public auditing 

system of information storage security in 

cloud computing and user privacy-

preservation auditing protocol. The 

assumption information integrity threats 

toward users data are that they will come 

from each internal and external attack at 

Cloud Server (CS). These can be hardware 

failures, software bugs, bugs in the 

network path, economically change 

hackers, malicious or accidental 

management errors. In this task, a 

technique is proposed using web usage 

mining techniques, where the K-means 

clustering algorithm is used to cluster the 

data, represented by the numbers of 

Learners' choices in the MCQ test, to 

cluster these data into clusters according to 

the amount of similarity between the 

numbers of Learners' choices on the 

questions. The output of this clustering 

process is clusters each cluster contains a 

set of choice number series for the tested 

questions and each series belongs to each 

Learner [17]. 

 

Fig. 3: Fraud Detection based Online 

Test [FDOT] and Behavior 

identification through Visualization 

Techniques [BIVT]. 
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5. PROPOSED ALGORITHM 

This proposed technique is to make a 

recommendation report on cheating in the 

MCQ test by recommending Learners 

among whom there is a possibility of 

cheating the Levenshtein distance is used 

to compare each of the two series and 

measure their similarity [18]. The 

framework provided the guide because we 

had to look at each category of the 

interdisciplinary levels to find out what 

contributions came from each as well as 

the number of efforts made [19]. The 

process of identifying the student’s 

identity is repeated in different periods 

throughout the exam period. In addition, a 

number of other requirements must be met 

for the system to function properly [20]. 

 

Fig. 4: - Block diagram of report 

cheating cases in the MCQ test 

technique task 

 

Step1: Ccollecting of data The first 

step is to collect the relevant data from the 

data log file. This data is represented in the 

proposed system by the Learner's choices 

numbers on the questions for each MCQ 

test, 

Step2: Data preprocessing In the data 

preparation step, the data is first cleaned of 

noise and the empty data records are 

deleted. Secondly, in the process of 

preparing the data, users or Learners are 

identified through the ID of each user or 

Learner 

Step3: Pattern discovery In the 

process of pattern detection, the k-means 

clustering algorithm is used, and the 

Levenshtein distance (LD) is used to 

measure the distance between the center 

and the elements 

Step4: Comparison between Items 

(Learners) within each cluster using 

Levenshtein distance After the clustering 

process is completed, the output is a set of 

clusters. Each cluster contains a group of 

convergent Learner choices number series 

Step 5: The absolute difference 

between the IQ ratio of the two Learners to 

whom the two resulting series belong 

After the comparison step is completed 

and the two sequences belonging to two 
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Learners appear, it is necessary to 

strengthen the recommendation of this 

technique to these two Learners as a case 

of cheating.  

 

6. PROPOSED ELECTRONIC 

MONITORING SYSTEM 

Identity identification of the examining 

student Python language and libraries like 

CV2, SKlearn, Face recognition and 

NumPy with KNN (K nearest classifier) 

algorithm were used to detect and 

distinguish the examinee's face as well as 

detect the presence of more than one 

person inside the exam room. At system 

startup, the identity detection software will 

be executed and this task will be repeated 

throughout the test period, using a webcam 

with a resolution. The software extracts a 

frame from the camera's video and begins 

to recognize faces in that frame by 

comparing it to the set of images in the 

previously prepared database [19]. A 

cluster based K-nearest-neighbors-

classified face recognition system and 

bootstrap assembly were used KNN is 

derived and based on the Near Classifier 

(NN) system. This classifier is based on a 

simple non-parametric decision. The 

distance between the features of each 

query image and the features of the other 

images in the training data set is analyzed 

[20].  

 

Fig. 5: Steps for student 

identification 

 

Pupils Tracking   Media Pipe Iris is a 

machine learning algorithm for iris 

estimation that tracks iris landmarks, pupil 

and eye contours in real time using the 

camera and without specialized hardware. 

It can determine the metric distance 

between object and camera with less than 

(10%) error. We needed to understand; 

first, about deep learning techniques; 

second, how can we use this deep learning 

technique to detect cheat during online 

exams. 

 

Fig. 6: Overview of the pupil blend 

shapes acquisition 
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7. RESULT ANALYSIS 

The proposed data is the initial proposed 

Learner data to test the proposed 

technique, which has been proposed in a 

variety of ways to test the validity of the 

technique's work. Fifty-four Learner 

accounts are created. The tests of applying 

the system on the webcam images of the 

cases studied in this research showed that 

the accuracy varies according to the type 

of the object, and this is due to the number 

of features that can be detected by the 

object, as well as to the type of algorithms 

used in the detection and resolution of the 

webcam used in our system. A lot of 

research has been done regarding the 

same. A number of solutions have been 

seen, however implementation of some of 

the models are prohibitively expensive. 

Few researchers in IT have tried the same 

but somehow used some of the science lab 

techniques in conjunction with AI, 

especially Machine Learning algorithms 

such Naïve Bayes, kNearest Neighbor and 

so on. 

 

Fig. 7: Pupil track accuracy 

8. CONCLUSION 

We proposed set of authentication 

techniques are discussed. They include 

passwords, tokens, and biometrics. Special 

conditions are involved, to make the 

techniques to be strong enough to the 

intruder attacks. It is worth noting that in 

the clustering process using the k-means 

algorithm for the cheating detection 

technique, the problem of the algorithm 

not stopping appeared, as this problem is 

solved by determining the number of 

iterations in the algorithm. A set of 

requirements have been set for the system 

to function properly, including providing 

good lighting, as well as not allowing the 

student to make some movements, which 

are considered an attempt to cheat. 

Security through username and password 

user is select the file and default mode of 

upload. This project would be designed to 

perform better than other file sharing tools 

available. The results obtained indicate 

that the proposed system was effective in 

supervising the exam and contributed 

significantly to reducing cheating attempts 

during the electronic exam. 
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